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Abstract: Phishing is a method of social engineering that exploits the trust that users have in online services to obtain sensitive
information, including financial data and login credentials. Fake emails that impersonate legitimate businesses and agencies
are used to redirect users to fraudulent websites, where they are required to submit confidential financial information, such as
login credentials, for social media systems to function successfully. The method presented in this research is effective for
identifying fraudulent websites by utilizing two ensemble learning models, XGBoost and AdaBoost. More than 11,000 websites,
along with 30 parameters and class labels, are utilised in the Kaggle Phishing Website Detector dataset. To ensure high-
quality input for model training, thorough preparation is performed, including data cleaning, data normalization, label
encoding, and feature extraction. The two models are compared using the following metrics: F1-score (97.77%), AUC-ROC
(97.21%), recall (98.58%), accuracy (98.17%), and precision (97.21%). XGBoost outperforms AdaBoost in all four categories.
AdaBoost achieves only 95.73%. Further test the robustness of the suggested models by ROC and confusion matrix analysis. A
study comparing ensemble approaches to standard classifiers, such as Naive Bayes, SVM, and Neural Networks, shows that
ensemble methods are more effective. According to the results, XGBoost and AdaBoost are the most effective options for
detecting phishing websites in the real world, as they are accurate, scalable, and dependable.

Keywords: Phishing Website Detection, Ensemble Learning, Machine Learning, Cybersecurity, Website security, Real-time
detection.

L. INTRODUCTION

The purpose of the online fraud known as "phishing" is to persuade victims to disclose their personal information by
creating the illusion that they are communicating with a legitimate company or organization [1]. To get sensitive user
information, fraudsters use this gadget [2] [3]. The criminals construct a phony website mimicking the appearance of legitimate
ones. Passwords [4], bank information, and account credentials were among the sensitive details that users fell prey to when they
divulged them to fraudulent websites. Phishing websites impersonate legitimate websites to deceive users into disclosing
sensitive information, including passwords, account details, and credit card numbers, through social engineering [5]. The
phishing webpage is identical to the official Facebook page; however, it retains the victim's username and password and
transmits them to the perpetrators. The issue of fraudulent websites is becoming more severe [6][7].

Phishing website detection using intelligent algorithms based on feature analysis has been the subject of numerous
studies. Approaches to identify online spoofing with two-factor authentication [8]. According to the authors, recurrent neural
networks outperform previous methods in the classification of fraud attempts based on URLs [9][10]. There has been a steady
rise in the use of Al algorithms for URL threat detection and prevention, and their importance has only grown in recent years.
Although the concept of Al was first introduced in the 1950s, it has experienced substantial growth in recent years and is now
affecting all facets of communities and professions [11] [12]. The use of ML to identify the evolving nature of the issue has
shown considerable potential in recent years. Newer technologies are presently being employed in conjunction with machine
learning methodologies [13]. Machine learning-based filters can change to fit the ever-changing style and habits of spammers.
This is a critical advantage, as spammers consistently introduce subtle changes and devise new methods to disseminate spam
URLs as broadly as possible [14][15]. Deep learning is a more sophisticated and modern approach to learning than the
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traditional method, even though it is a subset of machine learning. Consequently, the DL approaches are thoroughly described
and cited, with a focus on the most important ones [16].

A) Motivation and Contribution
Phishing websites use deceptive tactics to get users to reveal sensitive information, such as login credentials, passwords, bank
details, and credit card numbers. Concerns about this have grown in the cybersecurity sector. Detection using conventional rule-
based or signature-based methods is becoming more challenging because these fraudulent websites are sometimes made to
appear identical to verified ones. The pressing need for more intelligent, adaptive, and scalable detection methods is emphasized
by the large-scale increase in reported attacks and the ongoing evolution of phishing techniques. This encourages the
implementation of sophisticated machine learning and ensemble learning methodologies, which are capable of analyzing
intricate patterns in website features and adapting to novel fraud strategies. This research offers several key contributions as
listed below:
e Research on phishing detection relied heavily on the Kaggle Phishing Website Detector dataset.
e Applied essential steps such as data cleaning, standard scaling, normalization, label encoding, and feature extraction to
ensure high-quality input for modelling.
e Implemented and compared advanced ensemble learning algorithms, namely XGBoost and AdaBoost, to handle complex
feature interactions effectively.
e Used a variety of metrics to objectively assess the models' performance, including recall, accuracy, precision, F1-score,
and AUC-ROC.

B) Novelty and Justification of the Study

The proposed study is innovative because it applies the strong ensemble learning algorithms, XGBoost and AdaBoost, to
a significant issue of phishing webpage detection. In this component, conventional classifiers are frequently ineffective in terms
of accuracy and scalability. The advantage of this method is that the models can represent complex, non-linear trends that often
appear in phishing data and are therefore more resistant to changing attack patterns. The justification stems from the increasing
frequency and sophistication of phishing threats, which necessitate detection systems that surpass basic rule-based methods. By
focusing on robust and intelligent learning techniques, the study addresses a pressing cybersecurity challenge and contributes
toward building more reliable, real-world solutions for safeguarding users against online fraud.

C) Organization of the Paper

This paper follows the following format: Studying relevant literature on phishing website identification is covered in
Section II. In Section III, detail the dataset, the procedures for pre-processing, and the model's execution. Section IV showcases
the outcomes of the experiments and the analysis of comparisons. Final thoughts and recommendations for further research are
presented in Section V.

II. LITERATURE REVIEW

A comprehensive evaluation and critical critique of previous research on phishing website identification laid the
groundwork for this study's objective and guided its overall development. Kumar et al. (2020) One possible solution to identify
bogus websites is to use blacklists. PhisTank is one of the numerous prominent websites that maintains a list of blacklisted
websites. There are two deficiencies in the blacklisting technique: blacklists may not be comprehensive and are incapable of
identifying newly generated fraudulent websites. Malicious intent on the web has been previously detected and categorised
using ML algorithms.  This research aims to compare and analyse several ML algorithms that can be used to detect fraud.
Categorisation of web addresses. Accuracy, recall, and F1-score were all top performers for the Naive Bayes Classifier, which
reached 98% [17].

Su (2020) A new method for detecting fraudulent websites using LSTM, RNN was created and presented in this research.
One benefit of LSTM is that it can record data timeliness and long-term dependencies. LSTM has a strong learning capacity, can
automatically gain data characterization without complex feature extraction by hand, and may potentially thrive with enormous,
complex, and high-dimensional data. With an estimated accuracy of 99.1%, the testing findings show that this model
outperforms existing neural network algorithms [18]. Zaman et al. (2019) analyze the Filter method's procedures in a new
manual feature selection methodology and offer different approaches. The dataset utilised for this study is sourced from the UCI
ML repository and comprises 2670 instances and structure attributes of 30 websites. Based on the empirical results, the feature
group that uses the address bar to identify phishing websites is the most effective. Not only that, but two state-of-the-art
algorithms, J48 and HNB, were developed to enable an integrated multi-classified algorithm. According to the data, a 96.25%
accuracy rate in identifying fraudulent websites for all applications is achieved by combining approaches [19].

Yang, Zhao and Zeng (2019) suggested a DL-enabled fast detection method for multi-dimensional feature phishing
detection. The detection time for establishing the threshold can be decreased by employing this methodology. The accuracy rate
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was 98.99% and the false positive rate was 0.59% when tested on a dataset that included millions of legitimate and malicious
URLSs. Through a rational shift of the threshold, the results of the experiment prove that the detection efficiency is optimizable
[20]. Shyni, Sundar and Ebby (2018) provided as a method to identify legitimate websites from fraudulent ones; this method is
called parse tree validation. This innovative method for identifying phishing websites is based on constructing a parse tree from
the hyperlinks obtained from a given page using the Google API. Using 1000 phishing pages and 1000 authentic pages, this
strategy has been applied and tested. A 7.3% FN rate and a 5.2% FP rate were the results [21].

Subasi et al. (2017) applied various data mining methods to make decisions about the types of sites: phishing or
legitimate. A powerful intelligent system to identify phishing websites was developed by applying several classifiers. Metrics
like classification accuracy, F-measure, and ROC curve area define evaluations of data mining methods. Thanks to its top
accuracy rate of 97.36%, RF emerged as the clear winner among the ranking methods. RF can detect phishing attempts on a
wide variety of websites and has reasonably fast run times [22]. A summarized overview of the latest research on phishing
website detection is presented in Table I below, covering the models that are used, the datasets that are used, the main findings of

the research, the challenges that have been identified, and the future research directions.

Table 1: Recent Studies on Phishing Website Detection Using Machine Learning

Author & . Challenges & Future
Year Proposed Work Dataset Key Findings Work
A comparison of blacklists Used publicl Using Naive Bayes, we were able to Blacklists are not exhaustive;
Kumar et and ML techniques for availablepblackl}i, st attain a recall of 0.95, an F1-score of | cannot detect newly generated
al. 2020 identifying phishing like PhishTank 0.97, and a maximum accuracy of phishing websites; need for
websites 98%. adaptive detection methods
High computational cost;
Phishing detection system Likely publicly LSTM captures long-term . further optimization for real-
Su 2020 . dependencies and complex features; . .
using LSTM RNN collected URLs : o time detection and large-scale
achieved accuracy of 99.1%
deployment
Manual feature s_elecnon . The combination of HNB and J48 Manual feature selection is
approach with 29 properties, 2670 . o . S
Zaman et . . . . yielded an accuracy rate of 96.25%, time-consuming; need to
comparative study to Filter | instances in the UCI . . .
al. 2019 . with address bar-based features automate feature engineering;
methods; HNB and J48 ML Repository S o
integration providing the best accuracy. scalability for larger datasets
. . Personalized Two-step approach: character Threshold adjustment needed
Yang, Zhao Features with multiple . . sequence features for fast . ) .
. . database including . . . . for efficiency; handling
& Zeng dimensions ML for o .. classification, combined with
. . millions of malicious . . extremely large datasets; real-
2019 phishing attack detection and safe URLs URL/webpage features; achieved time implementation
98.99% accuracy, 0.59% FP rate P
Shyni, R 1000 malicious There was a 7.3% FN rate and a Limited Qataset; could 1mprove
Parse tree validation for . o . detection for more diverse
Sundar & o . websites and 1000 5.2% FP rate when a parse tree with . . .
phishing detection . . websites; integration with other
Ebby 2018 genuine ones hyperlinks was created.
methods
. Phishing detection using Likely publicly RF works well for a variety of MoFiel p;rfprmance on
Subasi et . . . L . ST dynamic phishing techniques;
al. 2017 various data mining available phishing websites, has a short execution time, adapting to evolving phishing
’ classifiers datasets and reached an accuracy of 97.36%. strategics

III. RESEARCH METHODOLOGY
The methodology for Phishing Website Detection begins with the data collection stage on Kaggle. Then it proceeds to the

data preprocessing stage, which includes cleaning, standard scaling, normalization, label encoding, and feature extraction to
model the data. The modified data is divided into two parts: the training set, which comprises 80% of the total, and the testing
set, which comprises 20% of the total. Execute the prediction models using the training data in conjunction with two ML
classifiers, XGBoost and AdaBoost. To evaluate these classifiers, we employ practical metrics such as accuracy, precision,
recall, Fl-score, and AUC-ROC. Finally, find the model that is the most effective at detecting phishing websites by looking at
the results. See the overall process flow of the suggested methodology in Figure 1.
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Fig. 1 Proposed Flowchart for Phishing Website Detection
The following section details the steps outlined in the proposed data aggregation flowchart for Phishing Website Detection.

A) Data Collection and Visualization

The Kaggle Phishing Website Detector Dataset is used in this investigation and can get the data set in two different
formats: text and csv. The list contains the addresses of more than 11,000 different websites. There are 30 criteria for each
sample's website, plus a class label that indicates if the website is a phishing one or not (1 or -1). Better model interpretation is
made possible through the use of data visualizations for analyzing phishing patterns, attribute correlation, and feature
distributions. The visualizations are presented below:

mclax -
usingie
LomguURL
ShortuRL
Symbcla
Redirecring.s
PredixSaltis-
nnnnnn

g e o
LinksPaintingToFage -

Fig. 2 Correlation Heatmap

Figure 2 shows a correlation matrix, likely generated using a heatmap, displaying pairwise correlations between website-
related features such as HTTPS, DomainRegLen, Favicon, and class. Variables are listed on both axes, with the diagonal
representing self-correlation (always 1). A lighter shade of colour shows a stronger positive correlation, whilst a deeper shade of
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colour indicates a stronger negative correlation. For instance, PageRank and Googlelndex show a strong positive correlation.
This visualization helps quickly identify relationships between features.

Phishing Count
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Fig. 3 Phishing Count

Figure 3 shows the distribution of website categories. The x-axis shows numerical labels (phishing = -1, legitimate = 1),
and the y-axis indicates the number of instances. Legitimate websites slightly outnumber phishing sites, with just over 6,000
versus just under 5,000, indicating a relatively balanced dataset.

B) Data Pre-processing

Pre-processing is a critical phase in determining the quality of the ML model, making it a necessary stage before deployment.
Several procedures have been carried out in this instance, as detailed later on: standard scaling normalization, label encoding,
feature selection, removal of HTML tags, and removal of infrequent words:

e Removing HTML Tags: A parser or regular expressions can be used to remove HTML tags from text, which are codes
used to format and structure web content. Nevertheless, the "form" tags utilised to construct a false login page and other
HTML tags may provide information useful to identifying phishing websites. It is feasible to retain some tags that are
helpful while removing others.

e Remove Infrequent Words: Eliminating words with a low frequency in the dataset can help the model train more
effectively. The result is a smaller vocabulary with improved generalizability in the model.

e Stem Words: A smaller vocabulary and more generalizability can be achieved through stemming, which entails reducing
words to their base form.

e Normalization: Standard Scaling is used to normalize the data and make sure it's consistent. This helps the model
function better. Equation (1) was used to standardise each feature value and obtain this:

x —
Xsta = i
The standardised value X4, The original value X, the mean of the feature values y, and the standard deviation of those
values 0.

e Label Encoding: The dataset's category labels—"phishing" and "legitimate"—are transformed into numerical
representations using Label Encoding.

e Feature Extraction: This module collects a variety of URL information, including domain name age, number of
subdomains, presence of special characters, and URL length. Using the features, the URLSs are then categorised as either
authentic or phishing.

C) Data Splitting

Tests and training Building a reliable phishing detection model requires 80% of the data and 20% of the time. The
training dataset (80%) helps the model learn the trends in phishing and genuine URLSs, enabling it to identify significant features
that distinguish between them.

D) Proposed Models
The following section of the paper proposes the framework of the efficient and effective use of XGBoost and AdaBoost
classifiers to identify phishing websites. These models are explained in the following details:

349
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a. XGBoost Classifier
Many data challenge competitions, including those on Kaggle, have been won with the XGBoost algorithm. Improved
computing speed and performance are the goals of the gradient boosting framework it offers [23]. The boosting technique
enables it to manage missing values and conduct regularization more effectively [24]. The ability to minimize loss is a major
reason why XGBoost is utilised so often. The yield can be predicted using S additive functions in a tree ensemble model, as
illustrated in Equation (2), for a dataset with n models and k features F = (a; ,b;)(| F | = n,a; € Zk,b; € Z):
s

b= 0@) = ) my(a)ms €M
s=1

M is equal to {m(a) = w,;(a)}. The space of the regression trees is denoted as (I: Z¥ - N, w € Z").

b. AdaBoost Classifier

Similar to RF, Ada-Boost joins together weak classification models to create a powerful classifier; this is one way in
which the two algorithms are similar. A single model might not classify things very well. On the other hand, total
classification performance can improve when many classifiers are combined, with each iteration picking a different set of
samples and the final vote given sufficient weight. Weak learners sequentially build trees, giving more weight to previously
erroneously predicted samples after each prediction round in an effort to fix them [25]. As a result of its mistakes, the model
is getting better. The outcome that is ultimately predicted is determined by the weighted majority vote, or weighted median if
there are regression issues. So, here is the last AdaBoost Equation. (3):

Z(a) = sign = Z 0z, (a)
p=1

The p — thFragile classifier is denoted by z,,, And the comparative weight is called (1,. Weak classifiers PEp the
weighted mix.

E) Evaluation Metrics
The effectiveness of the model in detecting spoofing is one of the metrics used by the framework to assess its
performance. A few examples of metrics include Accuracy, F1 Score, Precision, Recall, and ROC-AUC. Part, one stands for true
positives, part two for true negatives, part three for false positives, and part four for false negatives. Some of the important
metrics obtained from this are recall, accuracy, and the F1-score, which will be addressed later.
o True Positive (TP): the classifier's effective identification of a URL as phishing, as a sum of all instances.
o True Negative (TN): the total number of cases in which the classifier consistently ascertains that a specific URL does
not contain malicious code.
o False Positive (FP): the sum of all instances that the classifier incorrectly labels a URL as a phishing URL.
o False Negative (FN): included all cases when the classifier made a FP or negative determination regarding the phishing
status of a URL.

a. Accuracy
As a percentage, accuracy measures how many forecasts were right out of all the ones made. As can be shown in
Equation (4):
A _ TP + TN
WA = TP L TN + FP + FN

b. Precision
The accuracy of the model's positive predictions is referred to as precision. The number of positive instances that were
actually predicted but turned out to be negative is what precision tells us. Using the provided Equation. (5), have determined
the model's accuracy:
TP

Precision = ———
recision TP + FP

c¢. Recall
A possible approach to determine it is to divide the overall count of true positives by their proportion. With a high price
tag for FN, this becomes critically important. Equation. (6) shows that:

Recall = — ¥
A= P EN
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d. F1-Score

A model's accuracy on a dataset can be measured by its F1 score. Its primary use is to assess the efficacy of
categorization algorithms that use "positive" or "negative" examples. As can be seen in Equation (7):
Precision X Recall

F1-S =2X
core Precision + Recall
e. AUC-ROC
Visualizing the diagnostic capabilities of binary classifiers—which strive to create a balance between the trade-offs of
TP and FP rates—ROC curves are an essential part of phishing detection. The AUC is a measure of the model's ability to
distinguish between positive and negative categories, as shown in Equation (8):

1
AUC = f TPR(t)dt
0

IV. RESULTS AND DISCUSSION
A Core (TM) 17-1065G7 CPU-based processor running at 1.30GHz and 1.50 GHz is utilised for the execution of the tests
in this paper. Python 3.7.1 is also utilised because of the extensive collection of classification models and packages it provides.
Table II displays the results of the XGBoost and AdaBoost classifiers for phishing website identification in the suggested
models. For detecting phishing websites, the XGBoost model performs admirably, with an F1-score of 97.77%, accuracy of
98.17%, precision of 97.21%, recall of 98.58%, and a harmony between the two metrics. XGBoost's accuracy, precision, recall,

and F1-score were all lower than AdaBoost's, at 95.73% and 95.26%, respectively. All in all, the findings indicate that both of
the models are quite effective in detecting phishing websites.

Table 2: Performance Results of the Proposed Models for Phishing Website Detection

Performance | XGBoost | AdaBoost
matrix
Accuracy 98.17 95.73
Precision 97.21 95.26
Recall 98.58 94.72
F1-Score 97.77 94.88
ROC Curve Analysis
109 " -
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Fig. 4 ROC Analysis of the XGBoost Classifier

Figure 4 shows the XGBoost classifier ROC curve by overlaying a TPR versus FPR line. A solid maroon line shows the
classifier’s performance, sharply rising and hugging the top-left corner, while a dashed red line represents a random classifier.
With an AUC of 0.997, the model demonstrates exceptional discriminatory power and high effectiveness.
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Figure 5 confusion matrix for an XGBoost Classifier model, which is used to evaluate its performance in classifying
legitimate and phishing attempts. The matrix shows that the model correctly identified 274 legitimate cases (TN) and 209

phishing cases (TP). However, it also made some errors: it incorrectly classified 6 legitimate cases as phishing (FP) and, more
critically, missed 3 phishing cases by classifying them as legitimate (FN).
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Fig. 6 ROC Analysis of the AdaBoost Classifier
The Adaboost classifier's ROC curve is shown in Figure 6. The dashed red line represents a random classifier, while a solid

orange line indicates high TPR at low FPR. The model's high AUC of 0.974 demonstrates its ability to effectively differentiate
between classes.
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Fig. 7 Confusion Matrix of AdaBoost Classifier
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Figure 7 shows a confusion matrix for an Adaboost Classifier, which is used to evaluate its performance in classifying
legitimate and phishing attempts. The matrix shows that the model correctly identified 270 legitimate cases (TN) and 201
phishing cases (TP). However, it also made some errors: it incorrectly classified 10 legitimate cases as phishing (FP) and, more
critically, missed 11 phishing cases by classifying them as legitimate (FN).

A) Comparative Analysis

The accuracy-based performance comparison of different phishing site detection methods is presented in Table III. An
NN model achieved 85.61% accuracy, whereas more conventional ML models like NB and SVM reached 67.04% and 90%,
respectively. XGBoost and AdaBoost were the most successful proposed ML models with an accuracy of 98.17 and 95.73,
respectively, which proves their better performance in detecting phishing sites and indicates the relevance of ensemble learning
methods in the context.

Table 3: Performance Comparison of Different Models for Phishing Website Detection
Models | Accuracy
NN [26] 85.61
NB [27] 67.04

SVM 90

[28]
XGBoost 98.17
AdaBoost 95.73

The proposed XGBoost and AdaBoost models offer several benefits for detecting phishing websites. The two models can
benefit from ensemble learning methods that enable them to capture complex patterns more effectively and minimize the risk of
overfitting relative to single classifiers. XGBoost uses gradient boosting, which means it can correct the errors of the previous
models a few times. In contrast, AdaBoost can adaptively concentrate on the misclassified cases, which enhances the overall
accuracy and strength. The models can also process high-dimensional data and diverse types of features, making them suitable
for real-world phishing detection scenarios.

V. CONCLUSION AND FUTURE STUDY

Phishing is a well-known attack that deceives users into visiting malicious content to extract their information. The URL
and webpage interface of the majority of fraudulent webpages are similar to those of genuine webpages. To sum up, the current
paper has demonstrated that ensemble learning frameworks, specifically XGBoost and AdaBoost, can be effectively utilized to
identify phishing websites. By utilizing the Phishing Website Detector dataset, the proposed framework demonstrated very
promising results, with XGBoost achieving a performance accuracy of 98.17, surpassing the AdaBoost performance accuracy of
95.73. The findings, which have been corroborated by ROC and confusion matrices, bring out the strength and dependability of
these models in separating legitimate and phishing websites. In addition, the comparative analysis against the traditional
classifiers like Naive Bayes, SVM, and Neural Networks verifies the excellence of ensemble methods in processing the
complicated patterns and reducing the false classifications. All in all, the results highlight the potential of XGBoost and
AdaBoost as scalable, efficient, and practical solutions for real-world phishing detection systems, as they can make a significant
contribution to the mechanism of cybersecurity defense. The future of the field will involve the integration of real-time phishing
information, hybrid systems, and DL models such as CNNs and RNNs to improve flexibility. Growing datasets of changing
phishing trends and countering concept drift or adversarial attacks will enhance resilience and make detection systems more
robust and practical in real-world applications.
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